
Sun City Computer Club
Cyber Security SIG

October 6, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/757742024


Presenter???

Ever want to be a 
presenter??



Other Sun City resources

 Community Association web site

 Login
 Clubs & Groups > NRO/Neighborhood > NRO

 NRO Programs > Anti-Fraud













PayPal

 Actually sent from PayPal
 Logon to PayPal   Invoice is there
 After calling in “Customer service … “
 Install this software  then we’ll address this 

issue
globalquicksupport.com

 Installed software allows remote control of 
computer

 Sense of Urgency
 Arms Race



Current Issues

 Deep Fakes   AGT Live
 Multi-persona impersonation
 TAILS
 Safer WEB Browsing seminars
 Extended spellcheck

Chrome & Edge
transmit form data
PII
Passwords

Chrome Extended Spellcheck
Edge Microsoft Editor
 Show Password





Spell Check

 Passwords (passphrases)
 If not in local machine’s spell checker library

Send it to Google  or Microsoft  or …





Spell Check

 PII

 Medical Condition

 Clinic name 

 Hospital street address

 Network topology

 Any/Everything



Current Issues

 WordPress

 LastPass

 Grand Theft Auto 6 code leak

 Uber



Patch Patch Patch

 Windows

 macOS

 iOS & iPadOS

 Lenovo BIOS & UEFI

 Every browser & extension



Current Issues

 Lloyd’s of London Cyber Insurance
 NotPetya $1.4 B
 ViaSat service Ukraine – German wind turbine

 Ransomware
Ransom  millions
Cleanup  tens of millions

 Spectre mitigation   compute 70%
spectre_v2=off

 use-after-free
Google Chrome

 MFA fatigue
 Akami CDN flaw



Current Issues

 American Airlines
Passport number, driver’s

 Chaos   cross platform malware
Linux & Windows
FreeBSD, small office routers, enterprise servers

ARM, Intel, PowerPC, MIPS, …
Known CVEs, stolen SSH keys
Connected device enumeration, new features
Reboot?

 Cox communications Tucson
 Optus  thousands with hundreds points 
 LAUSD data released – no ransom



Current Issues

 Walmart
Money transfer service
Video surveillance systems & biometrics
“Be your own model”  “choose my model”

 Firefox 105 fixes 7 security issues
 Meta in-app browser tracking capability
 US Customs and Border Protection

37,000 searches per year
10,000 seizures & copying

 Zoom updates for security
 Microsoft Exchange Servers Vulnerability x2



Video Camera & eyeglasses

 Etc.

 Protective glass on picture frames

 Smart Boards

 Video camera resolution

70p  10mm and up





Video Camera & eyeglasses

 Etc.
 Protective glass on picture frames
 Smart Boards
 Video camera resolution

70p  10mm and up

 Not just eyeglasses
eyes
Any reflective object

Resolution  Helpful <-> Harmful



eSIM



Current Issues

 15-year-old Python flaw unpatched
CVE-2007-4559
path transversal vulnerability in tarfile module

 Morgan Stanley $35M fine
Failure to scrub storage devices prior sale

 Iranian state-sponsored actors lurk Albanian 
Government   more than a year

 Iran ban Signal and other
 NSA & CISA  guidance 

Securing OT and ICS systems
 Optus data breach
 American Airlines learned of data breach 

via phishing campaign
 Microsoft Teams  clear text password storage







Digital Dust

 WiFi Access points privacy agreements
 Psychological aspects of living online
 Samsung privacy policy update

October 1
Account creation: name, age, addresses, 

gender, etc.
AND
Credit card, credentials, photos, contacts, 

text logs, voice recordings, location data –
precise, nearby Wi-Fi, cell towers

Cookies, pixels, web beacons, etc.
Device info: IP address, device model, apps, 

etc.
Service Improvements, fight fraud, 



Digital Dust

 And then   Android …



YouTube

 Hacking Google
Operation Aurora
Threat Analysis Group
Detection and Response
Red Team
Bug Hunters
Project Zero

Hackers are Internet’s immune system



Presenter???

Ever want to be a 
presenter??



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


