MUG MAC Users Group

August 24, 2022

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/742842345

Ever want to be a
presenter??




SCCCCyber

Wednesday, August 10, 2022

Malicious Apps to find and remove from yvour MAC

Malicious apps can and are installed in Apple Macs.
Below is a current list of apps to find and remove:

= PDF Reader for Adobe PDF Files - Sunnet Technology Inc
« Word Writer Pro - Teamldentifier

« Screen Recorder - Teamldentifier

= ‘Webcam Expert - Teamldentifier

=  Streaming Browser Video player - Teamldentifier

= PDF Editor for Adobe Files - Teamldentifier

= PDF Reader - Teamldentifier

The cited apps have been removed from the Apple store, but they may
have been loaded prior to that removal.

Fake reviews added to the ability to alter their behaviour when
reviewed by Apple had increased the popularity and download in the
Apple store.
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SCCCCyber

Wednesday, August 17, 2022

Apple Updates today August 17

Press release indicates security and bug fixes for iOS 15.6.1 and
iPadOS 15.6.1.

| find macOS 12.5.1 available.

Press release indicates watchOS 8.7.1 to be available but i don't find
that update as of this writing. This update for Apple Watch series 3 only.

| checked tvOS and don't see an update.

Strong indications these updates address actively exploited
vulnerabilities.

Note: Several browsers have recent updates available this date: 17-
Aug-2022.




SCCCCyber

Thursday, August 18, 2022

Got an older macOS? Then please get Safari update

Apple has released Safari version 15.6.1 for some older macOS
versions. Big Sur and Catalina. This Safari update addresses a
currently exposited vulnerability in WebKit.

This vulnerability was patched by Apple Tuesday for current versions
of macOS, i0S, iPadOS and watchOS.
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imho #1 method to increase security
ONLY use ADMINISTRATOR accounts
for administrator functions

Pain

But we use that username for everything

SO

Create a new user with an obscure username
Make that new user an Administrator
Demote your current Administrator account
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Users & Groups

Lol Login Items
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Contacts Card: Open...
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m Login Options x.
Enable parental controls  Open Parental Controls...

| | Click the lock to make changes.



System Preferences is trying to unlock Users &
Groups preferences. Type your password to allow

this.
- | 8

Password: |

Cancel Unlock
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Users & Groups

- m iDownloadBlog Reset Password...
\ /D

@ iDownloadBlog
Admin

Guest User

¥4 Allow user to administer this computer
m Login Options

+ =

Enable parental controls  Open Parental Controls...

-

L:: Click the lock to prevent further changes.




Users & Groups

- m iDownloadBlog Reset Password...

iDownloadBIog

@ Standard
Guest User

Allow user to administer this computer
Open Parental Controls...

Login Options
m g P Enable parental controls
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Click the lock to prevent further changes
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Boot Camp 6.1.16
WiFi WPA3 support
Bluetooth driver after sleep / hibernation
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Menu Bar Missing?

Waich at MacMost.com / Watch at

Why Did My Mac Menu Bar Disappear?

If you notice that the Manu Bar at the top of your screen is missing, it is
probably because you are using an spp in Full Screen mode. You can
customize how this works in System Preferences. You can slso use
Mission Control and Spacas to have tha Menu Bar presant for some
apps and not others

Watch at Machosicom / Watch at YouTube

If you are looking for something to co with your Mac when you have
down time, try one of these ideas that don't involve browsing the webd
or using social media.

Watch at MacMosicom / Watch at YouTube

10 Ways To Switch Between Windows In the Same App
On a Mac

If you have severa! documants or windows open in the same 3pp thare
are many ways to switch betwean thess windows.
Watch at MachMosicom / Watch at YouTube

Stop Adobe Background Processes From
Automatically Launching

If you have Adobe Craative Cloud instaliad then every ime you start
your Msc the Creative Cloud app and a number of big background
processes will start automatica'ly. If you don't use Adobe spps every
day, you may want to change this so none of it stsrts until you use your
first Acobe 3pp.

YouTube

25 Things You Can Do With QuickTime Player
QUic«<Time Player s 3 lot more than just 3 simple video piayback app.
You can record video o0, record and piay audio, do some basic
aditing. grab framas, combine images and much more.

Watch at MacMostcom / Waich at YouTube




Ventura removes Locations feature

Used to switch WiFi, ethernet, other network settings
examples: Home Work Roaming




Game controller

Shared between MAC and guest OS
Improved video playback & higher frame rates

Full support ProMotion Display
roved performance
d more CPU & RAM to Windows

broved compatibility of x86 apps
broved USB 3.0 speed

Upgrade from version 17 $70

One year $130







Odyssey Ark 55" monitor hands-on: A cinematic gaming experience
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Display video image

and sound?

HDMI input

TV usually cheaper
Monitor proximity
1080p 1920 x 1080

4K UHD 3840 x 2180

8K

Apple 5K Studio Display
Apple 6K Pro Display XDR
Pixel density

Display technology

LCD older LED backlight
OLED self-illuminating pixels brighter
Mini LED




Changing pixels
Response time - time to change color
Refresh rate — times display will update
Monitors perform both better
TV 60Hz refresh rate
Gaming monitors 360Hz
TVs with built-in tuners

Monitors VGA, USB, DVI, Display Port,
Thunderbolt, Mini VGA, HDMI, etc.

Sound TV maximum Monltor minimum
TV Licensing some countries
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macOS on a Chromebook




Possible? Yes

Desired? Probably not

_Inux container

BACKUP BACKUP BACKUP

gemu - processor emulator
https://chromeunbeXed.com/i-installed-

macos-on-a-chromebook/



https://chromeunboxed.com/i-installed-macos-on-a-chromebook/

Keyboards

usually Windows layouts, USB-A

Das Keyboard

MacTigr mechanical keyboard

Mac layout, USB-C cable, quality switches
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Folds flat
Raises 2 — 22"

se Bluetooth keyboard, Mouse, trackpad
se external monitor/TV
se Universal Control




Monterey 15.6 (17613.3.9.1.5)
Ventura 16.0 (18614.1.25.11.1
Beta 15.6 (17613.3.9.1.5)
iIPadOS 16.0 Beta (15.5)

I0OS 16.0 Beta (16)




PowerPC CPUs
XPostFacto
LeopardAssist
MacOS X

OpenCore Legacy Patcher
Ventura

Trick boot loader
Differences in hardware small
smaller than Ventura support

Of interest?

https://www.sctxcompclub.net/doku.php?id=apple:ca
talina older mac



https://www.sctxcompclub.net/doku.php?id=apple:catalina_older_mac

New Apps Clock & Weather
Microphone on iPhone

Home - redesigned

Spotlight quick actions
example Start Timer




B Screen Time

@ General
Appearance

@ Accessibility
@ Control Center
ht

B siri & Spotiig

< Audio

Press speed Default £
Adjust the speed required to press two or three times on

your AirPods.

Press and hold duration Default £

Adjust the duration required to press and hold on your AirPods.

Noise Cancellation with One AirPod
Allow AirPods to be put In noise cancellation mode when only one AirPod is
in your ear.

Background Sounds

Background Sounds

Plays background sounds to mask unwanted environmeantal nolse. Thase
sounds can minimize distractions and help you to Racus. calm, or rest,

Background Sound




B |
0 e <{ Live Captions (Beta)
Q Search
— @ Live Captions
Your Mac will use on-device intelligence to automatically display
B Notifications captions across all apps. Accuracy of Live Captions may vary and
should not be relied upon in high-risk or emergency situations.
ol Sound 83
'@ Focus Font Family Default ¢
€3 screen Time Font Size 32 ¢ pt
() General Font Color Default &
Appearance
4 = Background Color Default 2
8 Control Center
° Siri & Spotlight In-App Live Captions

(O privacy & security & Live Captions in FaceTime ®




Mac App Store app
Sign In with appropriate Apple ID
iIPhone & iPad apps




@ AppStore Edit Store Window Help

Q Search

s Discover
<& Arcade
& Create
< Work
¢/ Play

2* Develop

88 Categories

] Updates

Account

Mac Apps  iPhone & iPad Apps

Matter Reader

7 Jul 2022

@

Three+

19 Apr 2022

SmartMike+ - Vlog&teleprompter

30 Dec 2021

Q>

Scribd - audiobooks & ebooks

® Account Settings KB Redeem Gift Card

Canadi

'

pesview

Purchased by William ¢

ArriveCAN

4 Jun 2022

@

YouWidget - Widget for YouTube

17 Apr 2022

Q>

Desview
29 Nov 2021

@

United Airlines




Apple silicon
App developers may code for small screen
Coders opt-in to run on Mac




Parallels, VMWare Fusion, VirtualBox
Linux, Windows, an installation disk & time
VirtualBuddy

UTM & QEMU

Monterey on Monterey
Ventura on Monterey

Xcode 14 Apple Developer site

NEED RESOURCES
NO Graphics accelerations

Alternative Dual Boot on Volume




Accessibility

Mouse & Trackpad  Alternate Control Methods

Double-click speed:
Slow

& Spring-loading delay:

Short

Keyboard
lgnore bullt-in trackpad when mouse or wireless

trackpad is present
k Pointer Control

f:,":,:]' Switch Centrol

Trackpad Options.. Mouse Options..

Show Accessibllity status in menu bar




Search shortcut Command + Space
Long press on microphone icon => Siri
Clipboard Manager Helpful <-> Harmful
Hover Green button Window

(m Enter Full Screen
@] Tile Window to Left of Screen
(® Tile Window to Right of Screen

Hints & Kinks




Command + Tab
Menu bar with icons for all open apps
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Skip the trash

Command + Option + Delete
Directly to trash

Command + Delete




Option Key

Option + Shift

Brightness and/or Volume by quarter step
Option + Apple Logo

System Information - Advanced
Option + Safari Menus

File, View, History, Safari, Window
Option + Finder Menus

File, Edit, View, Windows, Go

btion + Bluetooth icon on menu bar
ption + Volume icon

ption + WiFi icon

ntion + Clock icon




Command + Option + P: Try this one after opening Finder. It'll show or
hide the path bar in Finder.

Command + Option + S: Another Finder shortcut. This one reveals or
hides the sidebar.

Command + Option + Escape: Force quit apps.

Command + Option + W: Close all windows.

Command + Option + Shift + V: Paste unformatted text.

Command + Option + N: Open a new window.

Command + Option + M: Minimize all windows.

Command + Option + left-click: If you use this shortcut anywhere on

your desktop, you’ll quickly reveal your desktop by hiding all open
windows. You can also try the same shortcut by left-clicking on any open
window to hide all but the window you just clicked.

Command + Option + D: A nifty shortcut to show or hide the Dock.

Shift + Option + Volume Up/Volume Down: Increase or decrease the
volume in smaller increments.

Shift + Option + Brightness Up/Brightness Down: Increase or decrease
screen brightness in smaller increments.




Safari > Preferences > General Tab
Uncheck Open Safe Files

General
& D=7 § Q & 6 & B B
Ge*.:u. Tabs AutoFill  Passwords Search Socurity Privacy Websltes Extensions Advanced
Safari opens with: A new window
New windows open with:  Start Page
New tabs open with: Start Page
Homepage: | hitp:/fwww.apple.com/uk/startpage/

Set to Current Page

Remove history items:  After one year

Favourites shows: Yy Favourites

File download location: [§§ Downloads

Remove download list itams:  After one day

l l I ’ Open “safe” files after downloading
*Safn* Nies Inc avien, pictures, saunds




System Preferences
Notifications & Focus
Trackpad
Mouse
Accessibility > Pointer Control > Trackpad Options

Accessibility

Mouse & Trackpad  Alternative Control Methods

==
O Captions

Double-click spead:
O Voice Conted  Scrolling speed:
Slow

Keybioard Scrolling with inertia =]

* Pointer Coat Enable dragging  three finger drag &)
|
=h

cance® D
< f

Trackpad Cotions. Mouse Options .




Security Caution

Encrypt sensitive files/documents
Time Machine

3-2-1 backup

Small disks Large files

No Internet No iCloud access
Account loss No iCloud access

Account takeover No iCloud access
Data Theft




Photos

Keaychain

Options

Private Relay (Beta)

Hide my emall Options
iCtoud Drive Options
iCloud Mait Option
Contacts

Calendars

Reminders

Notes

Optimiso Mac Storage

The fult contonts of ICicud Drive will be stored on this Mac ¥ you have encugh
space. Older documents will be stored only In 1Cloud when space is heeded.

iCloud Storsge: 2 T8 (169 T8 Available)
im0 o vn 0 Manago

?




Overview Displays Slof:go Support Resources

Macintosh HD
25279 GB available of 494,38 GB

500 GB
Flash Storage

Macintosh HD - 252.19 GB available of 494,38 GB

Store in iCloud

Store all files, photos and messages in iCloud and save space by keeping

» Developer _::- only re;:enl files and optimised photos on this Mac when storage space is
needed,

Applications 2637 GB
Store in iCloud..

(% Documents 39.34 GB

iCloud Drive 107 GB

Mail 162 GB N  Optimise Storage &
Mossages 72.7 MB Save space by automatically removing Apple TV movies and TV shows

you've alroady watched and by keeping only recent email attachments on
Music Creation 215 GB this Mac when storage space is needed,

& Compileted

Photos

Podcasts
Empty Bin Automatically

Calculating Save space by automatically erasing items that have been in the Bin for Turn On.,
maore than 30 days,

Reduce Clutter
Sort through documents and other content stored on this Mac and delete Review Files
what is no longer needed.

torage About this Mac




Touch ID
Additional fingers
Spouse and/or beneficiaries

Security & Privacy ( Q

Touch ID
Gen‘ral FileVault Firewsll Privacy

Touch ID lets you use your fingerprint to unlock your Mac and make A login password has been set for this user  Change Password
purchases with Apple Pay, iTunes Store, App Store and Apple Books.

Require password 5 minutes [ after sieep or screen saver begins

P P = I l > Use your Appie Watch to unlock apps and your Mac

Finger 1 Finger 2 Finger 3

Use Touch ID for: Allow spps downloaded from:
Unlocking your Mac

Apple Pay

iTunes Store, App Store & Apple Books

Password AutoFil

Use Touch ID sensor for fast user switching
- Click the lock 1o make changes.




Users & Groups

Password Login Items

These items will open automatically when you log in:

Item Kind

B UA Connect Application
£ Dropbox Application
Application n

To hide an application when you log in, select the tickbox in the Hide column
next to the applicatbon

{a} Login Options o R

[ Click the lock to make changes

ogin Items




command

Q Spotlight Search

Spotliaht Search




ht Search




Disk Utility

Disk Utility

PIFS

MBP SSD

B Other Volumaon

IMIT AL

Erase "MBP SSD"?

Erasing *MBP SSD*" will permanently erase all data stored on it. You
can't undo this action.

Name: |MBP SSD

APFS (Encrypted)
APFS (Case-sensitive)
APFS (Case-sensitive, Encrypted)

Add a disk




Android

P e

< Settings Personal Hotspot

Settings Network & internet

Allow Others to Join / Q Search settings @ Internet

Wi-Fi Password HedaTech Wil 5G

Network & internet
Maobde, Wi#1, hatspot

Connected devices

Bustooth, panng
Family Sharing

Apps Airplane mode (’

Assistant, recent apps, detault apps
Maximise Compatibility Ho[soo[&tet_hering
Notifications of

Notificaton Mstory, Sonvensstions
5 Wi-F1 Data Saver

Pro (33" fram tho Wi-

AR ot
your computer or othor device. Battery

2 Entor the password when prompled 7% - Mare than 2 days et

T COMNNECT USING BLUETOOTH va
T Pakr sPhoanes with your comppmsters Stofage None
2 On Phone, tap Palr or entor the code displayed a2 S
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QO ©® @& 5 33 F30%f31un Es5% M4 © Tue 16:33
Wi-Fi

Personal Hotspot

@ iPhone 13 Pro (3

Preferred Network

Personal Hotspot




Bluetooth
USB
Tether

Data Plan
Battery and power




Finder > File > Eject
Drag & drop to trash (not comfortable for me)

@) Recents
A, Applications

ﬂm
@ Downloads

iCioud
) iCloud Drive

[% Documents
[=] Desktop




Launch Pad

Organize icons like smart phone/tablet
Force Quit

‘ Finder File Edit View Go Window Help (] () Force Quit Applications

About This Mac If an app doesn't respond for a while, select its
name and click Relaunch.

System Preferences...

App Store... ® Mail

@ Safari

Recent Items ® UAD Meter & Control Panel

Fordx Q.. -

You can open this window by pressing




Red Close Window
Yellow Minimize Window
Green Full Screen




Fi%! Edit View History

Bookmar

New Window

New Private Window

New Tab

New Empty Tab Group

New Tab Group with This Tab
Open File...

Open Location...

Close Window
Close All Windows

Save As...

Share
Export as PDF...

Import From
Export

Keyboard

Keyboard Text Shortcuts Input Sources  Dictation

To change a shortcut, select it, click the key combination, and then type the new keys,
i Launchpad & D... ~ All Applications

B8 Display

v Show Help menu 038/

B0 Mission Control

Keyboard
= Screensh
) Services
L Spotlight

Accessibl

Application: @ Safari e

Menu Title: Window->Duplicate Tab

Enter the exact name of the menu
command you want to add.

Keyboard Shortcut: | \'.;15{1—{




Command + Shift + 5

All options

Full Screen

Window

Specific area Rectangular




Wi-Fi
SKYRFSMI

Screen Mirroring




Tape over camera lenses front & back
Turn down gain on microphone

Input & Output

Output

Name

MacBook Air Microphone

Input volume

Input Level




Your
Input
Please




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccMUG@gmail.com




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




