
Sun City Computer Club
Cyber Security SIG

May 7, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/416020708


Gmail feature



 20 years  since “I Love You” virus

 Y2K 

 Few companies had backups of files eMail 
related

 Spread to every contact for every user



Recent News Archive posts



Current Issues

 Consumer Scores
 Linksys account password reset

Linksys DNS hijack notifications
 FBI reports cybercrime quadrupled 
 Remote monitoring for exam takers
 Chegg- “correct” answers get 0 for score
 Chromebooks for education  K-12
 Children’s Online Privacy Protection Act

COPPA
 Gaggle  bullying, hate speech, shootings
 Uber tracking AFTER ride
 Wearables smarter
 Wearables GPSs



Current Issues

 Alexa open Cortana
Cortana read my email

 NFC 
 6GHz Wi-Fi  Wi-Fi 6e
 RubyGems
 Shade ransomware quitting
 Zoom considered “public performance”

Copyright violation?
 GoFundMe for academic paper
 Palestinian attacks Israel’s water treatment
 Contact tracing vs. Contact tracking
 Mozilla   eMail alias service







Current Issues

 VPN  Five Eyes  Fourteen Eyes
Pay for  vs “Free”
Logs vs logless
External audit of logless policy
Express VPN  British Virgin Islands
Nord  Panama
Proton   Switzerland

 iPhone faceID with mask
 US Executive Order  Power Grid ban

ANY foreign country or a national thereof has any interest
 Cobol programmers
 Allow lists & Deny lists
 RDP scanning increase  



Current Issues

 Firefox  Private Relay
 WebLogic server vulnerability exploits
 WordPress Update
 Contact tracking  India, Singapore, UK
 Cyber thefts target Covid research
 11 Billion (million?) user records

sextortion?
 T2 chip   $3k -> $3 
 iPhone notification  “lock-up”
 Samsung ALL since 2014  Quram overwrite



Zoom

 Cisco WebEx

 Google Meet

 LogMeIn  GoToMeeting

 Microsoft Teams

 Zoom

 Zoom downloader with malware

 Phishing campaigns using meeting alerts





Virus  segmentation

 Biological 

Limit transmission factors/methods

 Cyber

Limit transmission factors/methods

Linux and tethered smartphone 

Separate Wireless Access Point for IoT

Monitor and Test



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




