
Sun City Computer Club
Cyber Security SIG

January 2, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now





Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/382502392






Current issues

 ToTok
 Russia disconnect from Internet Dec 23
 Reverse Image search
 NYT cell phone location data leak, analysis
 Ransomware

RAS   Service/Cloud providers
Exposure for payment

 Avast plug-ins return in Mozilla
 UN resolution Cyber Crime
 Wyze data exposure
 Warrant issued for Chinese hackers



TRACED

 Telephone Robocall Abuse Criminal 
Enforcement and Deterrence

 Fines up to $10,000

 Statute of limitations 4 years

 SHAKEN/STIR   or similar

Secure Handling of Asserted Information 
using token

Secure Telephony Identity Revised









DNS over HTTPS

 Privacy issues

 Protections

 Speed

 Reduced traffic

 NOT a panacea

 DNS over TLS

 1.1.1.1 apps for smart phones VPN





Firefox
Settings > General > Network



Chromium           Safari??

Chrome://flags - Opera://flags -
Edge://flags - Vivaldi://flags





SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little
 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




