
Questions, Issues,

Concerns, Suggestions

Welcome at any time

Even Now
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Cyber Security SIG

March 15, 2018 



SCCCCyber@gmail.com



Suggested Agenda

 Current Topics – Presenter and attendees

 Presentation

 Questions

 Any other business

 Questions, Issues, Concerns at any time



Current Issues

 Take over email/Epostcard accounts

 Microsoft update KB4090913

 Analog security to power grid

 Blade shadow   cloud+

 Windows Defender  Cryptocurrency block



Safer

 DNS DDOS
memcache

 IoT   Guest WI-FI network
 iPhone forget WI-FI networks
 Monitor/Inventory contacts & accounts
 1x1 pixel image
 Shutdown internet while not using
 Brave browser economic model
 Security suite performance impact
 Task Manager



Privacy

 Taping home & phone microphones
 Land line for 911 & vendors
 Data brokers
 Data selfie
 Smart phone location tracking
 GPS, Wi-Fi, Check-in, etc.
 iPhone Settings -> Privacy -> Location Services ->

System Services -> Frequent Locations

 Browser extensions
uBlock Origin, Privacy Badger

 Tor browser   DuckDuckGo search



Identifier for Advertisers

 IDFA

iPhone 

Settings-> Privacy-> Advertising

Limit Ad Tracking

Android

Settings-> Google-> Ads 

Opt out of Ads Personalization



SCCCCyber@gmail.com

 Questions, suggestions, comments?
 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer



Opt out Data gathering services

 Acxiom
 TransUnion
 Epsilon
 Oracle Data Cloud
 Experian
 WPP

Not listed     Facebook & friends
Note: note

https://isapps.acxiom.com/optout/optout.aspx
https://solutions.transunion.com/facebook-opt-out
https://www.epsilon.com/en_US/consumer-information/consumer-preference-center.html
https://www.datalogix.com/privacy/
http://www.experian.com/privacy/opting_out.html
https://www.i-behavior.com/opt-out/

