
Sun City Computer Club
Cyber Security SIG

December 3, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/486950171




ShieldsUP!!

 https://grc.com











HEB Pharmacy plastic bag

 Name
 DOB
 Address
 Contact Phone Number
 Medication
 Price
 Order number
 Micro QR code
 Distinction  Yellow bag or HEB White bag  



Current Issues

 Ransomware on company’s printers



Windows Update



Windows Update



Current Issues

 TSA master keys photograph

 Zoom information leak via video



Amazon Sidewalk



Voice Purchasing



Current Issues

 Comcast data cap



Current Issues

 TinyCheck  stalkerware detection

 GoDaddy certificate compromises

 Microsoft Pluton chip

 MobileIron  MDM flaw

 BGP taskforce

 MacOS zip file  phishing attack

 Site Notifications



Current Issues

 iOS zero-click radio proximity exploit

 Wormable

 ANY/EVERYthing  and keychain

Wi-Fi caution

 Trickbot UEFI



Current Issues

 Check Washing

 OGUsers hacked yet again

Users asked to pay



What’s App current attack



Microsoft 365 Analytics

 Spying?

 Shift or add-on to other monitoring

 Zoom attention tracking





Wi-Fi 6

 802.11ax

 WPA3 encryption





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


