
Sun City Computer Club
Cyber Security SIG

November 5, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/476051444




Current Issues

 France fining Wi-Fi providers for NOT logging

 5 Eyes  encryption back door request

yet again

 Google VPN

 Chrome root

 WordPress vulnerability

 Big data is BIG

 iOS 14.2 today

https://support.apple.com/en-us/HT211929

https://support.apple.com/en-us/HT211929


Windows Update



Work From Home  WFH

 Twitter hack   Trump twitter passphrase

 Certificate Authority

 Mimikatz   Pass the hash

 Credential stuffing

 Financial legacy theft   MFA

 US Cyber command “hunt forward”



Voter registration

 You can see yours, mine, and others

 Those databases can be purchased

 Those databases have been left with no or 
little protections in cloud





Chrome 86

 84  User interface improvements
 85  performance & API enhancements
 86  security features & API enhancements
Well known URI*
Touch to fill 
Enhanced Safe Browsing
Block insecure assets from secure pages
ftp to be blocked
Native File System API

* Uniform Resource Identifiers



Zerologon

 Exactly that Zerologon

 Federal, state, local, tribal, territorial

 FBI, DHS warning   and   detection

 Windows Cryptography driver cng.sys

 Windows 7, 8, 8.1, 10

 August 2020 update!



Global Privacy Control

 California Consumer Privacy Act

 General Data Protection Regulation

 Do Not Track

GET /something/here HTTP/1.1 

Host: example.com 

Sec-GPC: 1





MalwareBytes



Brave



Safari







SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


